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Figure 1: An Overview of Fraud Detection Methods

Research on Analytical
Fraud Detection Methods

Clustering

Statistical Methods
including Benford's Law

Decision trees

Data Mining Methods

Artificial neural networks

Game Theoretical
Methods

Bayesion networks

Social Network Analysis

Support Vector Machines




Figure 2: Data Analysis Framework

Find the first two (FT) digits of all data walues. Determine an attribnate to be investigated
(supplier, contractor, contract specialist, ete)

)

Claloulate Zi= (AP —EP{ - 1/2M) / WEP1-EPDAY for each datai (FT digit vahae) where

AP iz the actual proportion of FT4 (=10,11, 9%, EPi is the expected proportion of FT1, and
M is the total mumber of records.
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Sort all £ values in a decreasitng order and take the first M rumber of attributes to the audit pool
that contribnate the most to the largest ervor. Femowve the data related to these attributes.




Figure 3: First two digit distribution of the actual and the expected proportions
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Table 1. Results before the First Iteration

First Two Digits Frequency Observed % Expected % Z-value
99 81 1.46% 0.44% 11.44
50 104 1.87% 0.86% 8.09
64 65 1.17% 0.67% 4.44
11 154 2.77% 3.78% 391
16 102 1.83% 2.63% 3.68
98 43 0.77% 0.44% 3.64
89 45 0.81% 0.49% 3.38

Table 2. Results before the Second Iteration

First Two Digits Frequency Observed % Expected % Z-value
50 94 1.88% 0.86% 7.71
99 49 0.98% 0.44% 5.71
25 126 2.51% 1.70% 4.39
27 117 2.34% 1.58% 4.23
32 99 1.98% 1.34% 3.88
72 51 1.02% 0.60% 3.75
11 140 2.79% 3.78% 3.62



